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Abstract

Intro 

Background

The later an issue is discovered, the more 
expensive and disruptive it becomes to fix. That 
is why you invest heavily in finding problems 
earlier, shifting verification activities left and 
increasing automation throughout the software 
lifecycle.

This white paper explains how integrated 
compiler, debugger and software verification 
technologies can further shorten feedback loops, 
enabling you to identify defects, coverage gaps, 
multicore interactions and timing issues earlier 

If you are developing software for automotive 
systems, you are probably already familiar with 
the challenge that ISO 26262 presents. The 
standard governs functional safety across a wide 
range of electrical and electronic systems - from 
adaptive driver assistance and anti-lock braking 
to steering and airbags. As those systems 
become more integrated and more connected, 
the complexity of meeting the standard grows 
with them.

Non-critical systems such as entertainment 
share the same communications infrastructure 
as safety-critical ones such as steering, braking, 
and control. That connectivity creates risk, and 
managing it requires exacting development 
processes that span requirements specification, 
design, implementation, integration, verification, 
validation, and configuration management.

ISO 26262 “Road vehicles - Functional safety,” 
was updated in 2018, after first being published in 
2011. In response to the explosion in automotive 
electrical and electronic system complexity and 
the associated risks to public safety. Like the rail, 
medical device, and process industries before 
it, the automotive sector based its functional 
safety standard on IEC 61508, which in turn 
drew heavily from aerospace guidance such 
as DO-178B/C. The result is that proven tools 
and methods - many of them better established 
than ISO 26262 itself - are available to support 
compliance.

Work on a third edition of ISO 26262 began in 
late 2023, with publication currently expected 
in 2027. The revision is expected to address 
emerging challenges including software-defined 
vehicle architectures, over-the-air software 
updates, and AI-assisted driving functions. 
For now, the 2018 second edition remains the 
current and applicable version.

in development and with greater confidence.

From requirements traceability and static 
analysis to target testing, structural coverage 
and hardware-assisted trace, the paper 
demonstrates how faster feedback leads directly 
to safer software and more efficient ISO 26262 
compliance from ASIL A through 
ASIL D.
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The hidden costs that add up

Automotive Safety Integrity Levels (ASILs)

ISO 26262 compliance is never cheap - but 
many of its costs are visible: test engineers, 
documentation effort, tool licenses, certification 
audits. What is less often discussed are the 
hidden costs: the rework triggered by a defect 
found late in integration, the weeks spent 
qualifying a compiler toolchain from scratch, 
the repeated verification of the same standard 
library functions across every project variant, the 
overnight debugging session caused by a known 
compiler issue that could have been detected 
automatically.

These hidden costs share a common cause: 
feedback loops that are too long. The further a 
problem travels from where it was introduced to 
where it is detected, the more it costs to fix - in 
engineering time, in schedule risk, and ultimately 
in the confidence of your safety case.

Like DO-178B/C and IEC 61508 before it, ISO 
26262 defines hazard classification levels 
known as ASILs - Automotive Safety Integrity 
Levels. ASILs range from A to D, with ASIL D 
representing the most hazardous and hence 
most demanding level. Each safety function 
in a safety-related system is assigned an ASIL 
based on the properties of associated hazardous 
events.

ISO 26262 also supports ASIL decomposition, a 
process by which Functional Safety Requirements 
(FSRs) can be split across design elements with 

ASIL decomposition examples for cost-saving measures 

This white paper examines how integrated 
compiler, debugger, and software verification 
technologies work together to shorten those 
feedback loops at every stage of the software 
development lifecycle - from the moment you 
select your toolchain through to target-level 
testing and ongoing maintenance.

sufficient technical independence. For example, 
an ASIL D requirement can be decomposed into 
two independent lower-level requirements (ASIL 
C(D) and ASIL A(D), or ASIL B(D) and ASIL 
B(D)) where the notation in brackets indicates 
the original ASIL from which each was derived.

Decomposition of the different ASIL ratings 
throughout the item can occur over different 
systems, elements and components. Done well, 
decomposition can reduce cost and effort - but 
it must be performed carefully and must result in 
genuinely redundant safety requirements.
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Changes in ISO 26262 second edition

Like DO-178B/C and IEC 61508 before it, ISO 
26262 defines hazard classification levels 
known as ASILs - Automotive Safety Integrity 
Levels. ASILs range from A to D, with ASIL D 
representing the most hazardous and hence 
most demanding level. Each safety function 
in a safety-related system is assigned an ASIL 
based on the properties of associated hazardous 
events.

ISO 26262 also supports ASIL decomposition, 
a process by which Functional Safety 
Requirements (FSRs) can be split across design 
elements with sufficient technical independence. 

•	 Object-oriented confirmation  			 
	 measures
•	 Management of safety anomalies
•	 References to cybersecurity
•	 Additional guidance on dependent 		
	 failure analysis

•	 Guidance on fault tolerance, safety-		
	 related special characteristics, and 		
	 software tools
•	 Guidance for model-based 			 
	 development and software safety 		
	 analysis

Two completely new parts were also added: 
ISO 26262-11 covering semiconductors and ISO 
26262-12 covering motorcycles. The second 
edition therefore consists of 12 parts, with three 
focused on product development: system level 
(Part 4), hardware level (Part 5), and software 
level (Part 6).

Facing hidden ISO 26262 costs?

Explore the TASKING 
safety ecosystem →

Reduce rework, qualification effort, and verification risk 
with TASKING’s qualifiable, integrated toolchain. 

https://www.tasking.com/products/safety-and-security-ecosystem/
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Tool confidence and tool qualification

ISO 26262 Part 8 Clause 11 requires that every 
software tool used in safety-related development 
is assessed for the confidence required in its 
correct operation. This assessment results in 
a Tool Confidence Level (TCL) of 1, 2, or 3. A 
compiler - which transforms the source code 
that has been designed, reviewed, and tested 
into the executable binary that actually runs 
in the vehicle - almost always reaches TCL 3: a 
malfunction could introduce errors into safety-
related elements that are not detected by other 
means.

A TCL 3  assessment triggers a formal tool 
qualification obligation. Fulfilling that obligation 
independently is a substantial undertaking: it 
requires specifying all requirements imposed 
on the compiler, executing a comprehensive 
language conformance test suite, producing 
a full set of qualification documentation, and 
engaging an independent certification body. 
In projects with long lifecycles, this process 
must be repeated for each compiler version 
- accumulating cost and delaying the start of 
software development.

The alternative is to select a compiler that 
has already been pre-certified by the vendor. 
When a toolchain supplier has performed the 
qualification process independently - with 
certification from an accredited body - the 
customer does not repeat that work. They 
implement the guidance in the supplier’s safety 
manual, monitor known issues through the 
supplier’s issue management process, and begin 
software development immediately. TASKING 
provides pre-certified compiler toolsets qualified 
to ASIL D across automotive, industrial, railway, 
and cybersecurity standards, removing this 
overhead from the customer’s project entirely.

Selecting a pre-certified compiler is therefore 
one of the highest-leverage decisions available 
to a project team before a line of code is written.

The compiler: A safety-critical tool in its own right

Chapter 1 - Building confidence in the safety-critical 
toolchain

Before examining each phase of the V-model 
in detail, it is important to address one element 
of the toolchain that is too often treated as a 
given: the compiler. It is easy to assume that 
once a compiler has been selected and perhaps 

certified, it can be treated as a neutral translation 
layer between source code and executable 
binary. In an ISO 26262 context, that assumption 
carries real risk - and real cost.

““By replacing our old compiler, we were able to save both time and cost 
while achieving the real-time precision our power application required.” 

- Ms. Roxana Niculeasa, Flex Automotive R&D Romania 

https://www.tasking.com/success-story-flex-automotive-rd-romania/
https://www.tasking.com/success-story-flex-automotive-rd-romania/
https://www.tasking.com/success-story-flex-automotive-rd-romania/
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Standard library functions and qualification reuse

Compiler errata and ongoing toolchain monitoring

A qualified or pre-certified compiler eliminates 
the upfront qualification overhead - but it does 
not eliminate all compiler-related risk. Even 
well-engineered, certified compilers contain 
known issues (errata) that affect specific code 
constructs under specific conditions. These are 
documented, real-world defects that compiler 
vendors track and publish throughout a 
product’s lifecycle.

ISO 26262 and ISO/SAE 21434 both require 
ongoing toolchain monitoring throughout the 
project lifecycle - not just at the point of tool 
selection. This obligation is easy to underestimate. 
In long-running automotive projects, multiple 
compiler versions and patch levels may be in 
use across product variants, and new issues may 

A less visible but equally real source of hidden 
compliance cost is the verification burden on 
standard C library functions. Functions such 
as memcpy, strlen, and mathematical routines 
appear throughout embedded automotive 
software - including in safety-relevant code 
paths. In those contexts, every function used 
must be justified, and that justification requires 
evidence.

In practice, teams often address this through 
handwritten replacements, legacy internal 
libraries with unclear qualification history, or 
by re-verifying the same functions from scratch 
on every project. Each approach carries cost: 
handwritten replacements introduce their 

be published after development has started. 
Without a systematic monitoring process, a 
relevant known issue can go undetected until 
it manifests as unexpected behavior during 
integration testing - at which point the cost of 
investigation and rework is at its highest.
Good practice is to treat compiler errata 
monitoring as a continuous, automated activity 
rather than a one-time check at project start. 
Tooling that scans project source code against 
a vendor’s known issue database - flagging code 
constructs that are definitively or potentially 
affected - transforms an inconsistent manual 
process into a systematic, auditable one, and 
directly supports the toolchain monitoring 
obligations of ISO 26262 Part 8.11

own defect risk, legacy libraries accumulate 
maintenance debt, and per-project re-verification 
is a direct and repeatable overhead that grows 
with every product variant.

The principle that addresses this most efficiently 
is qualification reuse: using pre-qualified 
implementations whose test specifications, test 
results, and supporting documentation have 
been produced once by the supplier and can be 
applied consistently across projects. This shifts 
the verification burden from the project team 
to the toolchain supplier, and reduces the per-
project overhead to implementing the supplier’s 
guidance rather than rebuilding the evidence 
from scratch.
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ISO 26262 process objectives

Chapter 2 - Applying ISO 26262 across the software 
V-model

Part 6 provides detailed, industry-specific 
guidelines for the production of all automotive 
software - whether safety-critical or not. The 
second edition also introduces explicit channels 
of communication between functional safety 
and cybersecurity, at both the functional safety 
management level and the product development 
system level. 

This provides a useful interface to ISO/SAE 21434 
Road vehicles - Cybersecurity engineering. A key 
element of Part 4 is the allocation of technical 
safety requirements within the system design 
specification. The relationship between the 
system-wide Part 4 and the software-specific 
sub-phases in Part 6 can be represented as a 
V-model, and each of those steps is discussed 
in the sections that follow. 

ISO 26262-4:2018
section 6

Technical safety
concept

ISO 26262-6:2018
section 6

Specification of
software safety
requirements

ISO 26262-6:2018
section 7

Software
architectural

design

ISO 26262-6:2018
section 8

Software unit
design and

implementation

ISO 26262-4:2018
section 7

System and item
integration and

testing

ISO 26262-6:2018
section 11

Testing of the
embedded
software

ISO 26262-6:2018
section 10

Software
integration and

verification

ISO 26262-6:2018
section 9

Software unit
verification

Requirements
traceability

Model based
development

Static analysis
Quality metrics

Coding standards compliance

Compliance
management

Test verification

Integrated and model
driven testing

Automated unit testing

Programming standards
checking and metrication

Software-development V-model with cross-references to ISO 26262 and standard development tools

https://www.iso.org/standard/70918.html
https://www.iso.org/standard/70918.html
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Technical safety concept

Specification of software safety requirements

Software development must be considered in 
the context of the overall system design, which 
is the domain of Part 4. Developing a system 
architectural design requires functional safety 
requirements, technical safety requirements, 
and non-safety-related requirements to be 
implemented and managed together. The 
products of this design phase - CAD drawings, 
spreadsheets, textual documents, and many 
other artifacts - involve a wide variety of tools, 
and maintaining traceability between them 
and subsequent phases can quickly become a 
project management challenge. 

This sub-phase focuses on specifying software 
safety requirements to support the subsequent 
design phases, taking into account any 
constraints imposed by the hardware. It provides 
the interface between the system-wide design 
of Part 4 and the software-specific activities of 

The right approach to requirements management 
depends largely on the scale of the project. For 
a small team in a single location, a spreadsheet 
or word processor may be sufficient. Larger 
projects, particularly those with contributors in 
different locations, are likely to benefit from a 
dedicated Application Lifecycle Management 
(ALM) tool supporting standard Requirements 
Interchange Formats (ReqIF). 

Part 6, and details the process by which lower-
level, software-related requirements are derived. 

Software architectural design

There are many tools available for generating 
the software architectural design, and graphical 
representation of that design is an increasingly 
popular approach. Model-based development 
and systems engineering tools are commonly 
used for this purpose. 

Static analysis of the resulting source code 
contributes to verification of the design by 

means of control and data flow analysis, 
providing graphical representations of the 
relationships between code components that 
can be compared against the intended design. 
The same approach can also be used to generate 
a graphical representation of legacy code, 
providing a path for additions to be designed 
and verified in accordance with ISO 26262 
principles. 

Graphical control-flow analysis revealing uncovered code paths in safety-critical software

http://www.omg.org/spec/ReqIF/
http://www.omg.org/spec/ReqIF/
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Software unit design and implementation

Coding guidelines 

Part 6 includes a table mapping the coding 
and modeling guidelines to be enforced during 
implementation against the ASIL levels at 
which they apply. These guidelines combine 
to make the resulting code more reliable, less 
prone to error, easier to test, and easier to 
maintain. Peer reviews remain a valuable part 
of enforcing adherence to such guidelines, but 
automating the more systematic checks is far 
more efficient, less prone to error, repeatable, 
and demonstrable. 

Part 6 highlights the MISRA coding guidelines as 
an example of a language subset that could be 
used. Many different sets of coding guidelines 
are available, and it is entirely permissible to use 
an in-house set or to adapt a standard set to suit 
a particular application. 

LDRA static code analysis technology helps embedded developers accelerate compliance for all 
editions of the MISRA C guidelines 

Software architectural design and unit implementation

Establishing appropriate guidelines for coding, 
architectural design, and unit implementation are 
three discrete tasks - but developers responsible 
for implementing the design need to be mindful 
of all three concurrently. 

The guidelines relating to software architectural 
design and unit implementation share the same 
underlying rationale as the coding guidelines: 
they make the resulting code more reliable, 
less prone to error, easier to test, and easier to 
maintain. Architectural guidelines include: 

Restricted size of software components and 
restricted size of interfaces - large, complex 
functions are difficult to read, maintain, and test. 
Strong cohesion within each software 
component - high cohesion results from close 
linking between the modules of a software 
program. 

Automated metrics support compliance with 
these requirements, including complexity 
metrics derived from interface analysis, cohesion 
metrics evaluated through data object analysis, 
and coupling metrics via data and control 
coupling analysis. 

https://www.misra.org.uk/
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Automated unit testing connects software architecture to execution on target hardware 

Software unit verification and integration testing 

Just as static analysis techniques - an automated 
inspection of the source code - apply across 
the coding, architectural design, and unit 
implementation sub-phases, dynamic analysis 
techniques involving the execution of code 
apply to unit, integration, and system testing. 

Unit testing focuses on individual software 
procedures or functions in isolation. Integration 
testing ensures that safety and functional 
requirements are met when units work together 
in accordance with the software architectural 
design. Part 6 lists the techniques and metrics 
for performing these tests on target hardware, 
covering functional requirements, software 
interfaces, fault injection, resource testing, and 
back-to-back testing of model and code. 

Artifacts associated with these techniques 
provide both a management reference 
and evidence of completion. They include 
the software unit design specification, test 
procedures, verification plan, and verification 
specification. On completing each test 
procedure, pass-fail results are reported and 
compliance with requirements verified. 

The software interface is exposed at the function 
scope, allowing inputs and expected outputs 
to be defined as the basis of a test harness. 
The harness is then compiled and executed on 
the target hardware, and actual and expected 
outputs compared. Unit tests become integration 
tests as units are introduced as part of a call 
tree, rather than being stubbed - and exactly 
the same test data can be used in both cases. 

Boundary value analysis can be automated to 
generate a series of unit test cases, covering 
the minimum value, value below lower partition 
value, lower partition value, upper partition 
value, and value above upper partition boundary. 

When changes are necessary - perhaps as a 
result of a failed test or a customer requirement 
change - all affected unit and integration tests 
must be re-run. Automated regression testing 
ensures that changes do not compromise 
established functionality. 
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Structural coverage metrics

In addition to demonstrating that software 
functions correctly, dynamic analysis is used to 
generate structural coverage metrics. Combined 
with requirements coverage at the software unit 
level, these metrics provide the data needed to 
evaluate the completeness of test cases and 
to demonstrate that there is no unintended 
functionality. 

Metrics recommended by ISO 26262 include 
functional, call, statement, branch, and MC/
DC coverage. Unit and system test facilities 
can operate in tandem: coverage data can be 
generated for most of the source code through 
a dynamic system test and then complemented 
using unit tests to exercise defensive constructs 
that are inaccessible during normal system 
operation. 

Screenshot of LDRA’s TBmanager showing traceability from the requirements hierarchy down to 
the source-code level
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From host to target: closing the coverage gap with 
hardware-assisted trace

Chapter 3 - Closing the evidence and verification gaps 

Structural coverage measured on a host-based 
test environment is valuable, but it requires a 
supplementary argument: that the behavior of 
the software on the host reflects its behavior 
on the actual target hardware. For many 
systems - particularly those involving multicore 
processors, real-time operating systems, or 
hardware-dependent timing - this argument is 
difficult to make convincingly. 

Hardware-assisted trace capabilities provide non-
intrusive hardware-assisted trace capabilities 
that address this directly. Using on-chip trace 
infrastructure, the debugger captures program 
flow and data on the actual target hardware 
without introducing measurement overhead 

that could perturb timing-sensitive behavior. 
Coverage data collected from target execution 
feeds directly into the verification toolchain’s 
coverage database, eliminating the need for 
manual data collection and the transcription 
errors it introduces. 

This integration between debug and verification 
tooling shortens a critical feedback loop: 
engineers can see exactly which code paths 
have been exercised on real hardware, identify 
gaps, and re-target tests - all without leaving the 
development environment. At higher ASIL levels, 
where the completeness of coverage evidence is 
scrutinized most closely, this capability provides 
both rigor and efficiency. 

Execution time and multicore considerations 

Model-Based Development (MBD) 

ISO 26262 requires software execution times 
to be predictable and consistent with system 
requirements. The objective is to establish a 
Worst-Case Execution Time (WCET) for each 
task, considering both the target hardware and 
the software running on it. This is straightforward 
enough on a single-core processor, but it 
becomes significantly more challenging as 
multicore processors become more common in 
automotive applications. 

Multiple processor cores often share hardware 
resources such as memory, caches, and 
interconnects. That sharing introduces 
interference effects that can increase execution 
times and reduce determinism. Partitioning and 
other mitigation techniques can significantly 
reduce interference, but they rarely eliminate 

The LDRA tool suite from TASKING integrates 
with model-based development environments. 
Using MathWorks Simulink as an example, back-
to-back testing begins with the development 
and verification of design models within 
Simulink. Code is then generated from Simulink, 
instrumented, and executed in either Software 
in the Loop (SIL) or Processor in the Loop (PIL) 
mode. Structural coverage reports are presented 
at the source code level by Simulink and the 
LDRA tool suite in tandem. 

it entirely. Ultimately, you need to demonstrate 
that those mitigations are effective - and that 
can only be achieved through measurement on 
real hardware. 

The resulting analysis process is inherently 
iterative. Configurations are refined, mitigation 
strategies are evaluated, and measurements 
are repeated until the required behavior is 
achieved. Hardware-assisted trace technology 
provides rapid visibility into execution behavior, 
interference channels, and the effectiveness of 
mitigation strategies, allowing configurations 
to be refined quickly during development. 
Qualified timing analysis tooling then provides 
the evidence needed to support compliance 
activities. 

Beyond back-to-back testing, this integration 
supports compliance of generated source code 
with appropriate coding standards such as 
MISRA C:2012 Appendix E, additional dynamic 
testing at the source code level, requirements 
traceability, and verification of hand-written 
additions to auto-generated code. 

https://www.mathworks.com/products/simulink.html
https://www.misra.org.uk/product/misra-c2012/
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Chapter 4 - Bidirectional traceability

Chapter 5 - Confidence in the use of software tools 

Bidirectional traceability is a principle that 
runs throughout ISO 26262. Each development 
phase must accurately reflect the one before it. 
In theory, if the V-model sequence is followed 
precisely, requirements never change and tests 
never fail. In practice, challenges arise - code 
changes in response to failed integration tests, 
requirements prove inconsistent, or coding 
errors are discovered. Each of these scenarios 
can quickly undermine the traceability between 
software development artifacts. 

Software unit design can take many forms - 
natural language, model-based, or otherwise. 
Whatever form it takes, design elements must be 
bidirectionally traceable to both software safety 
requirements and the software architecture. 
Software units must then be implemented 
as specified and traceable to their design 
specification. 

Part 8 defines a mechanism for providing 
evidence that the software toolchain is 
competent for the job. The required level of 
confidence in a software tool depends on the 
circumstances of its deployment - specifically, 
the possibility that a malfunctioning tool could 
introduce or fail to detect errors in a safety-
related element, and the likelihood that such 
errors could be prevented or detected by other 
means. 

As described earlier, the TASKING compiler 
toolsets are pre-certified to ASIL D by TÜV-
Nord, removing the most demanding and 
costly tool qualification obligation from the 
customer’s project. For verification tools, the 
LDRA tool suite has been qualified for use in 
ISO 26262-compliant systems up to ASIL D. 
Depending on the assessment of your application, 
the tool suite will be assigned a Tool Confidence 
Level of either TCL1 or TCL2. In all cases except 
where TCL2 applies to an ASIL D product, a TÜV 

Traceability policy can be established between 
requirements and test cases of different scopes, 
allowing test coverage to be assessed. The 
impact of failed test cases can be evaluated and 
addressed, as can the impact of requirements 
changes and gaps in coverage. Traceability 
matrices can be automatically generated to 
provide evidence of compliance with ISO 26262. 

In practice, initial structural coverage is usually 
accrued through functional tests on instrumented 
code, leaving unexecuted portions that require 
further analysis. That analysis results in the 
addition or modification of test cases, changes 
to requirements, and/or the removal of dead 
code. An iterative sequence of review, correct, 
and analyze ensures that design specifications 
are satisfied. 

certificate is sufficient to establish the required 
confidence. Where a validation process is 
required, a Tool Qualification Support Package 
(TQSP) is available. 

Together, the pre-certified TASKING compiler 
and the qualified LDRA tool suite mean that both 
ends of the toolchain - the tool that produces 
the binary and the tools that verify the source 
code - carry independent, third-party-certified 
qualification evidence. This is a significant 
advantage in safety case construction and audit 
preparation. 

The LDRA Productivity Package for Automotive 
brings together the tool suite capabilities most 
relevant to ISO 26262 compliance - covering 
static analysis, coding standards enforcement, 
unit testing, structural coverage, and traceability 
- in a configuration designed to support the 
full software development lifecycle from 
requirements through to certification evidence. 

““Compared to manual harness testing, we saved approximately 50% of test 
effort, reducing the development phase of the project by around 12 months. 

These are significant cost savings.” 
- Sylvain Bassett, WATTALPS 

https://www.tasking.com/success-story-wattalps/
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Chapter 6 - The integrated compliance workflow 

The following table summarizes how TASKING’s 
integrated toolchain maps across the ISO 26262 
software development lifecycle, from initial tool 
selection to ongoing maintenance. Each row 

represents a feedback signal. The shorter and 
more reliable each signal is, the lower the hidden 
cost of compliance. 

Lifecycle Phase Activity TASKING / LDRA Tool ISO 26262 Ref

Tool setup Compiler qualification 
evidence

Pre-certified VX-toolset + 
TÜV cert Part 8, Cl. 11

Code baseline Qualified standard C library TASKING QClib Part 6, Cl. 7/8

Requirements Bidirectional traceability LDRA tool suite Part 4 & 6, Cl. 6

Architecture Static analysis, control/data 
flow LDRA tool suite Part 6, Cl. 7

Implementation Coding standards (MISRA 
C etc.) LDRA tool suite Part 6, Cl. 8

Implementation Automated errata 
monitoring TASKING Inspector Part 8, Cl. 11

Unit test Structural coverage (host) LDRA tool suite Part 6, Cl. 9

Integration test Target testing + hardware 
trace

TASKING BlueBox Debugger 
+ LDRA Part 6, Cl. 10

Integration test WCET / multicore 
interference

TASKING BlueBox Debugger 
(trace) Part 6, Cl. 10

Release Coverage evidence + 
traceability LDRA tool suite Part 6, Cl. 11

Maintenance Ongoing errata monitoring TASKING Inspector Part 8, Cl. 11
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Conclusions

The volume and complexity of automotive 
software continues to grow. ISO 26262 second 
edition builds on the sound foundations of the 
first edition, extending coverage to additional 
vehicle types and acknowledging the increasing 
relevance of cybersecurity to automotive 
software development. A third edition is in 
preparation, expected to address the further 
challenges of software-defined vehicles, over-
the-air updates, and AI-assisted driving. 

There is a clear incentive to minimize the 
ASIL assigned to each element of a system, 
because lower ASILs reduce the cost and effort 
of compliance. But the assignment of ASILs 
assumes separation - that the most critical 
systems on a vehicle cannot be compromised 
by less critical functionality. For a connected 
vehicle to be considered safe and compliant with 
ISO 26262, that separation must be maintained 
and verifiable. 

The hidden costs of ISO 26262 compliance 
accumulate wherever feedback loops are too 
long: wherever a defect, a coverage gap, a 
compiler issue, or a qualification obligation goes 
undetected until it is expensive to address. The 
answer to those hidden costs is not more effort 
- it is faster, earlier, more automated feedback 
at every stage of development. 

TASKING’s integrated compiler, debugger, 
and software verification technologies are 
designed around exactly that principle. A 
pre-certified compiler removes the toolchain 
qualification overhead before the project starts. 
A pre-qualified C library removes the repeated 

verification burden from standard library 
functions. Automated errata detection removes 
the compliance risk from compiler updates 
throughout the project lifecycle. Hardware-
assisted trace on the real target closes the 
coverage gap that host-based testing leaves 
open. And the LDRA tool suite - qualified to ASIL 
D - ties requirements, implementation, and test 
evidence into a coherent safety case across the 
full V-model. 

With separation assured, ASIL decomposition 
can help minimize the overheads of functionally 
safe development. And with the right tools in 
place - tools that are integrated, certified, 
and designed to work together - the process 
becomes significantly more manageable. 

The LDRA tool suite from TASKING is well 
proven in safety-critical sectors beyond 
automotive - including aerospace, rail, and 
medical devices - making it not only well suited 
to ISO 26262 compliance, but in many cases 
better established than the standard itself. No 
tools make compliance easy. The right tools can, 
however, make it significantly more efficient, 
predictable, and cost-effective - and keep the 
hidden costs from staying hidden. 

Ready to simplify compliance?

Cover coding standards, testing, coverage, traceability, and timing 
analysis with one qualifiable toolchain.

See the TASKING toolchain in action. Contact us →
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